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Section 1
General
 NMSU Information and Communication Technologies Policies



Policy Title:
General NMSU Information and Communication Technologies Polices

Approval Dates:      

Scope:
NMSU System

Administered by:
Department of Information and Communication Technologies

Purpose:
To establish requirements for users and administrators of University computer systems, networks and related technology to minimize risk of damage and/or loss to NMSU technologies and data. 
Cross Ref: 




This section contains NMSU’s computing and communication policies.  The section is divided into three subsections as shown below:

1.1 General Policies
1.1.1
Acceptable Use Policy
1.1.2 
Computer Account Policy

1.1.3
NMSU Account Purge Policy

1.1.4
Distribution of Information to NMSU Employees and Students Policy 
1.1.5
NMSU Official Email Address Policy
1.1.6
NMSU Office Software Standards Policy
1.1.7
Employee Access to Data and Potential Conflict of Interest Policy 
1.1.8
Emergency Notification Policy
1.1.9
Telephone Equipment Use Policy [See also 1.3.4, Mobile Communication Device Usage Policy]

1.2 Security Policies
1.2.1
NMSU Password Maintenance Policy

1.2.2 
Computer Virus Scan Software Policy

1.2.3
NMSU Institutional Data Security Policy
1.2.4
NMSU Server Administration and Operation Policy

1.2.5
Computer Operating System Critical Updates Policy
1.3 Administrative Policies
1.3.1
Acquisition of Software Systems Policy 

1.3.2
NMSU Records Access Policy

1.3.3
Caller ID Policy

1.3.4
Mobile Communication Device Usage Policy

1.3.5 
High Speed Data Connectivity in Employee’s Home Policy
1.3.6
Bandwidth Management Policy
1.3.7
Network Connection Policy

1.3.8
NMSU Wireless Network Policy

1.3.9
Alarm Systems Policy

1.1 GENERAL POLICIES
1.11
Acceptable Use Policy
Purpose
This policy defines appropriate and inappropriate use of NMSU-owned and controlled resources, such as electronic devices, software, computer systems and networks that are directly, or through a third party, used to transmit, receive, process or store information or data such as computers, servers, databases, Personal Data Assistants (PDAs), telephones, wireless devices, e-mail systems, voice messaging systems and internet connectivity. Also included is the use of non NMSU-owned electronic resources storing or connecting to New Mexico State University data.
In addition, the policy defines privacy of data, copyright/intellectual property rights to data, and data ownership and access.

Policy






Ownership and Use
NMSU computing equipment and resources are owned and/or administered by the Board of Regents of New Mexico State University. Access to NMSU equipment and resources is a privilege granted to students and employees to facilitate instruction/learning, research and administration. All users of NMSU computing equipment and resources are required to affirm the following
: 

I have read the Acceptable Use Policy, and I understand and agree to abide by the terms of the policy. I also understand that my use of NMSU equipment and resources must be in accordance with the policy. I recognize that violations of this policy may cause restriction or elimination of my access to NMSU computer resources, other disciplinary action, or civil or criminal penalties. 

User Responsibilities

· NMSU computing equipment and resources are used to support the mission of the University and may not be used for commercial or profit-making purposes.

· NMSU computing equipment and resources may only be used by users in ways that do not violate the law or New Mexico State University policies. 

· The willful transmission of known destructive applications and viruses by a user is prohibited.

· Users whose activities place high loads on the NMSU system must conduct these activities in off hours or in low system demand times.

· Users are responsible for protecting University data and technologies from unauthorized uses and security threats. 

· Users must be considerate of the rights of other users.


Copyright Compliance

· New Mexico State University shall comply with the Copyright Law of 1976 and its amendments (Title 17, United States Code), including the Digital Millennium Copyright Act of 1988. Faculty, staff, and students should be aware that copyright infringements occurring on University networks may result in termination of networking privileges as well as other penalties under federal law.
· Users must be in compliance with copyright laws and licensing agreements. The University’s Information and Communication Technologies Department 
may block access to information alleged to be in violation of copyright laws. If a user is found to be in violation of copyright laws, the information found to be in violation shall be deleted from the University’s computing system(s). Also, the violator may be subject to other sanctions. 

Misuse of Information and Technology Services

The University reserves the right to sanction a user for the misuse of University information and technology equipment and resources. In addition to other standards specified in NMSU Policy, examples of misuse include, but are not limited to:

· Intentionally altering, disabling, destroying or stealing electronic resources.

· Unauthorized access.

· Use of illegal software or data.

· The development and/or use of programs which impede the use or the network or cause damage.

· Attempting to defeat or circumvent any security measures, controls, accounts, or record-keeping systems.

· Using information and technology equipment and resources for unlawful purposes including fraudulent, defamatory or harassing acts, acts of violence, etc.

· Invading privacy and confidentiality rights protected under the law.


Incidental Personal Use of Electronic Resources by Employees

Incidental personal use of electronic University-owned resources is covered in NMSU Policy 3.75, Personal Use of University Resources, which states, in part
:

Employees downloading, printing, accessing, forwarding, transmitting or viewing pornographic
 material on the university computers during and after work time is not allowed.  Those who may happen to see the material could potentially report the incidents as offensive and/or inappropriate for the work environment
.


Privacy

Notwithstanding users' rights to privacy, and any rights under the Electronic Communication Privacy Act of 1986, FERPA HIPAA and GLB, users grant specific permission to University to inspect users' accounts and file space for investigation of violation of University policy or as needed for maintenance functions. When investigating a possible abuse of the system, Information and Communication Technologies has the authority to examine files, passwords, accounting information, printouts, tapes, or other material that may aid in the investigation. Investigations must follow University procedures. Use of University equipment or resources implies consent to this policy.


Access - Investigative Purposes

The University reserves the right to access a user’s account when there is reasonable suspicion that a law or University policy has been violated.


The following steps 
for a request to access a user’s account include:

· Requests for access based on a reasonable suspicion must be in writing and approved prior to access being granted by University President/Chancellor, Provost, General Counsel, Human Resources, Internal Audit Department or law enforcement

· Each request must specify the purpose for which access is being requested


Access- Non-Investigative Purposes- Work Related

Access to work-related files is permitted as long as there is a work-related need and the users are, by the nature of their work, approved to access these files.

When an employee separates from the University, all work-related files remain the property of the University.


Sanctions

Use of information technology equipment or resources in violation of applicable laws or University policy may result in sanctions, which include, but not limited to, the sanctions listed below:

· Withdrawal of use privileges

· Disciplinary action, up to and including, expulsion or discharge from a position

· Legal prosecution

1.1.2

Computer Account Policy

Purpose

This policy outlines the eligibility requirements associated with the four different types of accounts that ICT provides. 
Policy

It is the policy of the University that all active employees, students, and eligible NMSU retirees have an account managed by ICT.  It is also policy that each department or unit and each chartered organization be provided one ICT-managed account. 
1.1.3
NMSU Account Purge Policy

Purpose
This policy outlines the normal account purge process with respect to persons no longer affiliated with NMSU.

Policy

Former employees who have separated from the University but have not retired from the University, and former students without pending financial obligations, must have their NMSU account purged.

Once separation from NMSU occurs, the NMSU account shall remain active for one year.  After one year, email notifications of the impending purge shall be sent to the NMSU account. Under certain circumstances, at the direction of the NMSU President, Provost, Senior Vice Presidents, CIO, or Human Resources Department Director, the NMSU account shall be terminated immediately. Data associated with the purged account shall not be retained by the University.
NMSU is not responsible for data lost due to an account purge and may not be capable of recovering the data once an NMSU account has been purged.

Employee access to institutional data is revoked immediately upon separation.
1.1.4
Distribution of Information to NMSU Employees and Students Policy
Purpose

This policy identifies the official University mass communication mediums for employees and students of the University. 

Policy
All official mass communications shall be transmitted via the University's email system. Official mass communications are memoranda or documents that are distributed to wide audiences, such as departments, colleges or all employees. Directors, supervisors and managers are responsible for insuring that all employees who do not access email regularly are provided this information through postings and distribution of the information in whatever means possible to reach each employee.
1.1.5
NMSU Official E-mail Address Policy 
Purpose
This policy requires that a valid NMSU email address is assigned to each student, faculty and staff member to ensure that e-mail is a viable communication medium at NMSU. 

Policy
The official email address for NMSU students, faculty and staff shall be their <NMSU Username>@nmsu.edu. This address shall be populated as the official email address in the electronic records and shall be marked as the preferred address for official communication. If desired, students, faculty and staff may choose to forward emails from this address to an address of their choosing by changing their email settings.

The official e-mail address (ending in @nmsu.edu) for all non-student employees is required to be displayed in the official NMSU phonebook.

1.1.6
NMSU Office Software Standards Policy 

Purpose

This policy specifies the official standard file formats for electronic documents that are shared between NMSU employees. 
Policy

The official standard file formats for electronic documents at NMSU shall be Microsoft Office application file formats: word processing - Word (.doc), spreadsheet - Excel (.xls), electronic presentation - PowerPoint (.ppt), and Adobe Portable Document Format (.pdf). All documents that are distributed for editing, collaboration or communication between employees shall use these file formats.

1.1.7
Employee Access to Data and Potential Conflict of Interest Policy 
Purpose
This policy specifies the authorization requirements for NMSU employees who have access to the University’s central computing systems, and through those systems, access to wide-ranging types of data that creates the potential for conflicts of interest.
Policy

In order to mitigate the risk of conflict of interest, any employee who has update/modify capabilities to data, where those capabilities may result in a conflict of interest, must obtain authorization from the appropriate data custodian.  The data custodian is authorized to grant employee access based on job responsibility.
1.1.8
Emergency Notification Policy 
Purpose

The purpose of this policy is to establish a consistent method for collecting and maintaining contact information, delineate responsibilities of specific university offices, and provide guidance for the use of collected contact/notification information.

Policy

Students, faculty, and staff within the NMSU System are required to provide emergency notification information to the university that shall be used to contact them in the event of an emergency. At their discretion, students, faculty and staff may also provide emergency contact information. Both emergency notification information and emergency contact information shall be collected via university central administrative systems. 

Official NMSU email shall be used as one method of contact. Depending on the availability of notification/contact information, additional communication methods, such as text messaging and cellular phone calls, shall be employed.  

Emergency contact/notification information provided to NMSU shall be used only by designated offices for notification of emergencies or for testing of the emergency notification system(s).

Procedures

1. Types of Information Collected

A.
Emergency Notification Information: This information is used for mass notifications sent to the NMSU community. Examples of the use of this type of information include: tornado warning, active shooter alert, chemical release notice, etc.

B.
Emergency Contact Information: This information is used to contact next of kin or others in case of a personal emergency. Examples for the use of this type of information include: illness, accident, etc., such as when the student/employee is unable to communicate to emergency personnel.

2. Collection of Information

A.
Emergency Notification Information: Students, faculty, and staff have control over their emergency notification information, and shall be responsible for updating their information in the University’s central administrative systems. When a new employee or student establishes a NMSU username, she/he shall be required to provide an email address or phone number. In addition, other optional contact information, such as text and cellular numbers, shall be requested.

B.
Maintenance of Emergency Notification Data: NMSU is responsible for controlling emergency contact information. NMSU shall grant access to the data to select offices, including campus presidents, the Information and Communication Technologies department, and agents of the university contracted to provide emergency notification services. Written agreements regarding confidentiality of the data and limitations on use shall be maintained by the NMSU Central Purchasing Office for any contracted services.

3. Mass Emergency Notifications

A. An emergency notification of students, staff, and faculty may be initiated when the following criteria are met:

i. There is a major incident or threat affecting the safety of the NMSU community

ii. The emergency notification can help alleviate threats to others or shall otherwise improve public safety

iii. The emergency notification will not adversely impact public safety

B.
The contents of emergency messages will vary depending on the circumstances of each incident.  The following are examples of items that might be contained in a message:

i. Statement that an emergency situation exists

ii. Location of the emergency

iii. Nature of the emergency (e.g., fire, explosion, shooting, tornado, flood, etc.)

iv. Guidance on actions to be taken

C. Authorized NMSU personnel shall 1) make a determination regarding the notification method (e.g., text message, phone calls, e-mail, etc.) based on the circumstances of the incident and 2) initiate the notifications. After an emergency notification has been made, additional information shall be posted on the university website.

4. Communication with those Identified as Emergency Contacts

A.
University officials shall use Emergency Contact information to contact the next of kin or others in case of a personal emergency. Examples for the use of this type of information include: illness, accident, etc., such as when the student/employee is unable to communicate to emergency personnel.

Policy Administration; Creation of Emergency Notification Committee (“ENC”)

1. The primary administrator of this policy is the ICT Chief Security Officer.  

2. An advisory committee is hereby authorized to assist with the implementation and day-to-day management of this policy.  

A. The name of the university-wide board is the Emergency Notification Committee (“ENC”).

B. The functions of the ENC are: 

i. To serve as a university-wide standing committee that shall develop and recommend procedures for approval by the University President relating to the implementation, oversight and other administrative issues relating to this Emergency Notification Policy.  Examples of such procedures include the determination of who is authorized to use the emergency notification systems and at what level, and remedies for abuse of the system.  

ii. To coordinate university-wide training regarding the existence of this policy; the need for data entry of emergency notification information and the option to provide additional emergency contact information; and the mechanics of how the system is intended to function.  

iii. To provide insight regarding health, safety, law enforcement, fire, information technologies, university communications and/or planning, or other issues that may impact the administration of this policy.
3. ENC Membership and Chair  

i. The ENC shall consist of the following position appointments:  The Director of Environmental Health and Safety or designee, the Vice President of University Communications or designee, The Chief of NMSU Police Department or designee, the NMSU Fire Chief or designee, the ICT Chief Security Officer, and the Senior Vice President of Planning, Physical Resources and University Relations or designee.
ii. The Chair is selected by ENC members.
Contact Information

For any questions on this policy, please contact the Information and Communication Technologies Chief Security Officer at security@nmsu.edu or via phone at 575-646-2026.
1.1.9
Telephone Equipment Use Policy [See also 1.34 below, Mobile Communication Device Usage Policy] 
Purpose

This policy specifies the appropriate use of university telephones, pagers, fax machines and telephone credit cards.

Policy
University desk telephones, cell or mobile telephones, pagers, fax machines, and telephone credit cards shall be used for NMSU business purposes:  
· Deans, department heads, directors and other administrative officers shall be responsible for the fiscal management of telephone related expenditures.
· In the event that it is necessary to make a personal long distance call, the call shall be charged to an employee's personal credit card or home phone whenever possible. 
· If a personal long distance call or fax is charged to a university desk phone, fax machine, pager or credit card, the employee shall identify that the call is personal in nature on the monthly statements sent from Telecommunication and Networking Services and shall reimburse the university for such calls. Employees are required to sign monthly certifications stating that all calls not reimbursed are business related.
· Management shall periodically review personal calls of each employee to verify that the employee reimburses the University for personal calls.
1.2 SECURITY POLICIES
1.2.1
NMSU Password Maintenance
Purpose

This policy specifies the requirements for passwords that are used to access University computer systems. 
Policy

Passwords used to access University systems shall: 

· Be selected in such a way that the password cannot be guessed or reverse engineered. 
· Not be any word found in an English language dictionary, names of people, etc.  
· Be selected using accepted industry standard techniques.
· Be a mixture of characters and numbers and at least 6 characters in length. 
· Be changed every 120 days and not reused.
All systems that support password aging and password selection are required to have these features enabled.

Confidentiality of Passwords
Passwords for individually assigned user and administrator accounts should never be shared with any other person including a supervisor. This excludes system passwords which are used by technical staff to maintain an application, database, server, router, firewall or other network components.  Requests for employees to share their password with others should be reported to the ICT Security Officer. 

In instances where shared administrative accounts are required due to system design or system limitations, shared passwords are permitted with approval of the appropriate data custodian and ICT Chief Security Officer.
1.2.2
Computer Virus Scan Software Policy 

Purpose

This policy specifies the requirements for virus scan software installed on NMSU network-connected desktop/laptop computers and other portable computing devices.
Policy
Any desktop/laptop computer or other portable computing device connected to NMSU network infrastructure shall have operational antivirus software installed and updated as appropriate. Where appropriate, servers using network infrastructure should have operational antivirus software installed and updated.
Computers failing to comply with this policy shall be subject to the loss of network privileges. See Network Disconnection Policy and Security Tips at http://ict.nmsu.edu/security/.
1.2.3
NMSU Institutional Data Security Policy 
Purpose

This policy addresses the secure management of data at NMSU.

Policy
NMSU requires that institutional data be used for work-related activities.  Access to, and use of, these data is granted based on an employee’s position and duties, and approval for access granted by the appropriate data custodians. Employees cannot transfer their access to other employees, and must be granted approval by the appropriate VP/Dean/Director and the Data Custodian. No personal use of institutional data is permitted unless acquired through appropriate Open Records Act procedures.  

All users of NMSU institutional data shall sign a non-disclosure form and follow all federal laws, state laws and university policies, including FERPA, GLB, and HIPAA. Transmission of university data to other NMSU affiliates, like 3rd party vendors, must have prior approval by the appropriate VP/Dean/Director and data custodian.

Information Stored on Desktop Computers and Portable Computing Devices
Users with access to institutional data shall maintain reasonable measures to ensure the security of the data. The following requirements must be observed:
· Institutional data shall only be stored on University-owned computers or on computers owned by contractors to the University.
· Institutional data must be removed from computing devices when the data is no longer required.
· Regular backups shall be performed on computing devices that store University data. 

· Institutional data should be encrypted on computing devices that store University data.

· Institutional data shall not be stored on removable media unless approved by the appropriate Data Custodian.
Information Security on Desktop and Portable Computing Devices
All desktop computers and portable computing devices that hold institutional data, including university-owned devices used at home, shall:

· Have automatic updates enabled to the operating system and virus protection as appropriate. 

· Require a password for access when started or rebooted.
· Use a password-protected screen saver that locks access when unattended.
· Not run file sharing software, in particular software that allows the sharing of music and videos. 
Information Security on Servers
All servers on which University-owned data are maintained shall follow existing university policy.  Servers shall also: 
· Have automatic updates enabled. 
· Have a trained, full-time employee assigned as the primary system administrator of the server.  Students and temporary staff shall not be the primary contact for the server.  

· Reside on a physically separate subnet than that of desktop computers. 

· Have all unnecessary services turned off and/or removed from the server. 

· Have backups of data, operating system and applications performed regularly. The backup media should be stored offsite in a secure storage area. 

· Have a firewall enabled. 

· Not be used as a desktop or personal computer. 

· Use a web browser only for the download/update of software. 

1.2.4

NMSU Server Administration and Operation Policy

Purpose

This policy addresses servers connected to the NMSU network. It specifies who is eligible for accounts, security maintenance requirements and the policy for reporting server break-ins. 

Policy

Account eligibility and account maintenance: Account maintenance shall be in accordance with university policies and procedures. In general, computer accounts are limited to NMSU faculty, staff, and students. Other accounts used to facilitate official NMSU efforts are permitted and shall be limited to those services needed to assist the institution. Accounts should not be provided to family, friends, or other non-NMSU affiliates. 

Access to the server should be limited to those computers (clients) that need access to the available services on the server. The server system administrator shall make efforts to restrict other access. Unused services shall be removed from the machine. The sharing of disk drives shall be limited to those clients who require access. Those sharing the disk are required to ensure the disk is password protected and does not violate copyright laws by exporting vendor software.

Security: Employees responsible for any computer classified as a server shall make every effort to ensure that the server is not compromised by internal and external malicious activity by:
· Regularly updating the server operating system as updates become available.

· Updating the server with all known security patches. 

· Regularly performing account audits. 

· Regularly performing access control reviews.
· Regularly performing a review of services provided by the server. 

The server system-administrator is responsible for reporting any security-related incident to the ICT Chief Security Officer. 
The department that owns the server is responsible for 1) performing any audits required by Information & Communication Technologies, NMSU, or other legal authorities and 2) bearing the costs of server administration tasks. 

1.2.5
Computer Operating System Critical Updates Policy

Purpose

This policy details the requirements for critical updates to University network-connected computers. 

Policy

All computers using NMSU network infrastructure are required to have all applicable critical updates applied within 10 days of their release. It is the responsibility of the computer owner to ensure that all critical updates are applied to the computer’s operating system except when the update and the applications that reside on the server are in conflict. 

Also see security tips at http://ict.nmsu.edu/security/.
1.3 ADMINISTRATIVE POLICIES
1.3.1


Acquisition of Software Systems Policy 
Purpose
This policy specifies the approval requirements for the purchase of software systems that interact with University data. 
Policy

The acquisition of any software system that interacts with university data or has enterprise-wide impact requires approval by the appropriate university data custodian(s), Central Purchasing Office (CPO) and the university’s central computing department, ICT.  Failure to do so shall result in one of the following:

· Delay of the software system’s implementation and integration with the university’s central systems

· Postponement of related technology projects

· Exclusion of the system from connectivity to university systems and data

Practices such as “vendor exercising,” which is the practice of inviting vendors to demonstrate their products prior to Central Purchasing Office involvement in the product’s purchase, violate NMSU Purchasing guidelines and are prohibited. See: http://ict.nmsu.edu/Guidelines/.
Process

The Acquisition and Implementation of Software Systems Policy Process, http://ict.nmsu.edu/Guidelines/, details the software systems evaluation, notification of potential software systems acquisition, and the acquisition approval process. 

1.3.2
NMSU Records Access Policy

Purpose 

This policy specifies the requirements for accessing computer data logs. 
Policy

Access to computer data logs is restricted. Access to these logs shall be granted with written approval of University President/Chancellor, Provost, General Counsel, Human Resources, Internal Audit Department or law enforcement.
1.3.3
Caller ID Policy

Purpose
This policy defines the caller id policy in effect at the NMSU Las Cruces campus and Alamogordo campus telephone systems. Caller identification information is deployed for both incoming and outgoing calls. 

Policy

It is the policy of NMSU to share caller identification information with national telecommunications infrastructure. Telephone numbers that are listed as “private” on NMSU’s telephone system shall be registered as “blocked” with external carriers.  Caller identification information on all “unblocked” numbers shall be shared.
1.3.4
Mobile Communication Device Usage Policy 
Purpose

This policy addresses the use of mobile communication devices for business purposes; and methods for making communication devices available to employees.  

Policy

NMSU provides mobile communication devices to employees who have on-call responsibilities.  All other employees who are required to use a mobile communication device to perform bona fide job duties shall use their personal mobile communication device. NMSU provides a monetary allowance to employees for the use of personal communication devices. 

Acquiring a Mobile Device
1. University owned mobile devices:

A department may purchase and own mobile devices that may be loaned temporarily to individual employees. The mobile device is University property and shall be used by the employee for University business purposes only. 

This option is limited to personnel whose responsibilities require them to assume on-call responsibilities as part of the job requirements. This is also available to departments utilizing the service for limited, job specific purposes. To qualify under the on-call provision, the mobile communication device is assigned to the employee only during on-call periods. No NMSU employee shall be issued a University owned mobile device and service on a permanent basis. The department and the on-call employee(s) must substantiate all business related usage by signing certification of the monthly bill provided by ICT. Personal use of a university owned device is strictly prohibited. 

2. Employee owned mobile devices:
Allowances paid to the employee are considered taxable compensation and, accordingly, are subject to required tax withholdings. Allowance payments are not subject to retirement deductions. A department may elect to provide a monthly allowance to cover employee’s mobile communication device expenses.

Infrequent Use of Mobile Communication Devices for Business Purposes 

If an employee’s job duties do not necessitate the need for a mobile communication device, then the employee is not eligible for an allowance to cover such expenses. Employees not eligible for an allowance can request reimbursement of business calls incurred on their personal device provided that the reimbursement for per-minute charges is limited to the total overage charge indicated on the invoice.  

Fees for Contract Cancellation 

If the University cancels or changes its requirement that an employee use his/her personal mobile communication device for University-related job duties, and the cancellation or change results in additional fees or penalties levied by the employee’s communication service provider, then the University shall reimburse the employee for any resulting fees or penalties imposed on the employee by the service provider. 
Departmental Responsibilities
The dean, director, or department head is responsible for: 

1. Determining if an employee’s job duties necessitate the need for a mobile communication device; 

2. Determining the source of funding; 

3. If an allowance is provided, determining the appropriate monthly allowance plan based on business need; and 

4. If an allowance is provided, completing the necessary forms to document approval. Detailed information can be found at http://ict.nmsu.edu/ict/Guidelines. 
For university owned devices, the department is responsible for establishing a check-out system to be used during on-call periods. 
Employee Responsibilities
1. University Owned Devices:
· Ensuring the device is used for business only;

· Ensuring the device is protected from damage and unauthorized use;

· Ensuring the device is returned to the university when expected (based on departmental check in/out or rotation procedures). 

2. Employee Owned Devices
· Providing the department with current contact information or address of the communication device within three days of activation;

· Providing notification to the department within three (3) days of inactivation. An employee is prohibited from receiving an allowance when the device is no longer active or needed; and

· Responsible for all contract terms and payments to service provider. 
1.3.5 
High Speed Data Connectivity in Employee’s Home Policy
Purpose
This policy addresses NMSU-funding of high-speed data connectivity at an employee’s home.
Policy

When an employee requires high-speed internet access to satisfy NMSU job requirements, the cost associated with the access service can be borne by NMSU. 

In order to obtain NMSU funding of home internet access, NMSU employees shall obtain written approval, with justification, from their supervisor and department Dean or Vice President prior to the service being requested as outlined in the NMSU Policy Manual. 

ICT shall provide guidance to employees for obtaining high-speed service, pricing, and methods of payment.

1.3.6
Bandwidth Management Policy
Purpose 

This policy ensures that adequate bandwidth is available for official university use as overseen by NMSU’s Information Technology governing bodies. 
Policy

NMSU limits aggregate bandwidth for applications associated with peer-to-peer file sharing depending on bandwidth availability. 

NMSU shall not eliminate the use of peer-to-peer file sharing programs on the network, nor monitor the content of file sharing programs, unless mandated by law.
1.3.7
Network Connection Policy

Purpose

Connections of devices to the NMSU institutional network are controlled to prevent disruption of service or loss of institutional or personal data. 

Policy

ICT is responsible for the design, installation, and operation of the NMSU’s institutional network. This network includes all voice, video, and data connections. All devices connected to the institutional network must comply with requirements published in University Policies. Devices not in compliance, or which disrupt other network clients, may be disconnected. To insure compliance with current policies and regulations, all network wiring, related components and installation must be approved by ICT. Installations that do not comply with published requirements are not authorized to be connected to the institutional network.

Network Disconnection Any networked device that compromises or critically impacts the NMSU network shall be immediately disconnected from the network until such time that the cause of the compromise or impact is rectified. If a networked device is identified as potentially harmful to NMSU’s network, the device owner shall be notified to take corrective action to ensure that the NMSU network shall not be impacted. If corrective action is not taken, the network device shall be disconnected from the network. 

In addition, any networked device that is not operating with updated virus scanning software, up-to-date critical operating system updates, or other software necessary to protect the NMSU network, may also be disconnected from the network.
Data Network Device Registration All devices connected to NMSU-Net must be registered with the netreg.nmsu.edu. Devices that are not registered shall be disconnected. This includes all devices such as printers, servers, workstations, and other devices. 

Entities and devices belonging to entities that connect to the New Mexico State University network (NMSU-Net) and are not governed by the Board of Regents of New Mexico State University (NMSU) shall be considered guest connections. 

NMSU reserves the right to impose a fee on any and all users, including guest connections.  If required by either the ISPs or by action of the NMSU Administration.  Advance notification shall be given to those affected. 

1.3.8
NMSU Wireless Network Policy

Purpose

This policy insures the continued safety and usability of the wireless network infrastructure at NMSU.

Policy

Individuals and departments shall not independently deploy wireless networking equipment on NMSU wireless network infrastructure without approval by ICT’s Telecommunication and Networking Services Division. Any wireless networking equipment independently installed without prior approval shall be subject to disconnection/removal without notice. 

Installation, engineering, maintenance, and operation of wireless networks serving NMSU faculty, staff, or students, on any property owned or tenanted by NMSU, are the sole responsibility of ICT’s Telecommunication and Networking Services. 

1.3.9




Alarm Systems Policy
Purpose

This policy establishes the guidelines for alarm systems in use at the University.
Policy

ICT and the University Police are jointly charged with establishing and maintaining intrusion alarms, panic alarms, or personal safety alarms on the campus in accordance with the following guidelines: 
· All alarms shall utilize a standardized system. 
· All intrusion, panic and personal safety alarms shall report to the Police Department.  
· A reasonable fee shall be charged for monitoring alarms and for responding to false alarms.
All alarms installed on the NMSU campus after July 1, 1999 shall comply with these requirements.

�where is this policy supposed to "live?" in the Univ. Policy manual? If in Univ. policy than not all this is relevant to the entire univ. but mainly to ICT. As written this document mixes ICT procedure, potential Univ. policy, and ICT internal policy.  Why would ACAP be asked to approval internal policy/procedure?


�how do users affirm? is it likely that students will be reading the policy manual or is this repeated somewhere for them?


� this is the attorney's job to determine and then inform ICT


�suggest alternative wording as follows:Employee personal use mustbe brief and not- excessive as determined by management; not creating any unduly burden on the university's resources and systems; not interfering with normal business activities or the employee' s ability to meet job expectations;be in compliance with all laws and NMSU Policy; be non-disruptive to co-workers.





�In addition to academic freedom issues, the problems w/this section are: is there's no defination of pornography; it doesn't say who gets to decide what's porn; it is both a warning and a restriction; implies big brother


�yes the policy manual says this but it conflicts with academic freedom & is a poorly written statement because by this statement you can view porn before work but not during or after.  It just needs to go and ICT should look to set a better policy by not repeating bad policy.  


�negative. suggest rewording: NMSU will be in compliance with all laws and NMSU policy regadring confidentiality and privacy.  the university, while it attempts to protect user privacy, it can not provide a total guarantee.


�these are not steps. each person named here can request access without the auhorization of an other person.


� 
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